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Active Directory hagqinda ilkin malumat

Texnologiya hayatna Active Directory asas anlayis kimi Windows Server 2000 ils daxil
olub. Lakin bu texnologiya Windows NT iizerinda sebakadaki obyektlari idars etmak iiglin
yaradilmis “Windows NT Directory Services” adli xidmsatin davami ve tam
tokmillosdirilmis formasidir. Active Directory xidmati Microsoft Server 2000 ilo inksaf
etdirilorak Server 2003/2008/2012 moahsullarinda ciddi yeniliklar alave olundu ve imkanlar1
genislandirildi. Zennimca Active Directory xidmatine Morkezi Idaretms Sistemi kimi
yanagsaq yanilmariq. Active Directory ve yaxud Domain adlandirdigimiz bu xidmsat
morkozi baza sokilinde calisaraq, obyektlorin (istifadagi, komputer, printer va s.) bir
moarkazdan nazarstine ve idars olunmasina genis imkan yaradir. Active Directory tomsalini
togkil edan asas elmentlorden biride LDAP xidmatidir. Active Directory sorgularinda
LDAP-xidmatindon yararlanir, belo standartlar Active Directory-min Linux/Unix kimi
basqa sistemlarle inteqrasiyasina imkan yaradir.

Active Directory qurulusuna gors iki hissaya ayrilir.

1. Fiziki qurulus (Physical Structure)
2. Mbantiqi qurulus (Logical Structure)

1. Fiziki Qurulus (Physical Structure)

- Sebakenin qurulusu va yerlssdiyi movgelar ssasinda yaranan bir struktur formasidir.
Yoni sobaka sturkturunun bdlgalors boliinmasi, komputerlorin yerlasdiyi movge, wan
linklori va s.

- DC (Domain Controller) vo Site-lar Active Directory-nin fiziki qurulusunu amals
gotirir.

Fiziki Qurulusg

4
Texnologiya Azarbaycan | www.TechNet.az | www.Yusifbeyli.com



http://www.technet.az/
http://www.technet.az/
http://www.yusifbeyli.com/

DC (Domain Controller) — DC istifadagilarin logon amsliyyatlarina nazarat edir ve domain
ticiin tohliikasizliklo bagh informasiyalar1 6z tizerinds saxlayir. DC lokal bazanin bir
niisxasini 0z tizerinds saxlayir ve har hansi bir dayisiklik bas verarse bu dayiskiliyin diger
DC-lara gondarilomsini (replikasiya) toamin edir. Acitve Directory multi-master replikasiya
(replication) modelindon istifads etdiyi {i¢lin dayiskliklorin diger DC-larden gebulu ve
gondarilmasi imkanina sahibdir.

Qeyd: Replikasiya bir DC iizarindaki informasiyalarin digar DC-lara kopyalanmasina yoni
eynilasdirilmasina xidmat edir. Misal iiciin agar bir DC iizarinda istifadacinin soyad: dayisdirilibsa bu
informasiyamin biitiin DC-larda eynilagmasi iiciin dayisikliyin replikasiya olunmasina ehtiyac var.
Server 2003 va sonrak: sistemlarda default dayar 15 saniyadir (update notification).

Site —Bir neco IP subnetlorinin tohlitkesiz vo siiratli xotlor tizerinden bir-biri ilo
algalendirlimasini Site adlandira bilerik. Site-lar1 yaratmaqda maqgsadimiz DC-lor arasi
replikasiyanin ve qlobal (wan) trafikin diizgiin sekilde optimallagdirilmasini temin
etmoakdir.

<“Eh
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/ Y / \ J
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2. Mantiqi qurulus (Logical Structure)

- Montiqi qurulus dedikda Active Directory tizerindaki istfadagilorin komputerlarin vo s.
yardilacaq obyektolorin idare olunmasi {igiin miisyyon platformanin yaradilmasi
nazardas tutulur.
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Mantiqi qurulusa Domain, Organizational Unit, Tree and Forest anlayislar1 daxildir.
Domain: Active Directory-nin temsalini togkil eden komponentlarden biridir. Domain
biitiin obyektlari 6z daxilinds saxlayan ve miisyyen serhade malik olan bir seboks
tipidir. Sebokads yegana ada (unique) sahib olmalidir. Har Domainin 0z idaragisi
(Administrator) var. Oger sebokadoa bir ne¢e domain varsa hiiquqi ¢orgivede icaze
verilon zaman digar idaragiler terafinden idars olunmasi miimkiindiir.

SirA. TechNet Az

TechNet. Az

SirB. TechNet.Az

Organizational Unit: Domain daxilindaki istifadagi, komputer vo s. obeyktlorin idars
olunmasini asanlagdirir ve sirkat daxilinde nezarst tigiin dogru bir dizayn qurmaga imkan
taniyir. OU-lar system inzibatgilarmin diistincesi ve yaxud sirketin qurulusu esasmnda
formalasir, bu zaman group policy tetbiglari ve obeyktlorin idars olunmasi xeyli sadalasir.
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TechNet. Az
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istifadecgiler

SirA TechNet Ax—1 4 SirB.TechNet Az

Komputeriar

Tree and Forests: Forest icindoki domainlar miisyyan olunmus adlandirma ve iyerarxiya
(hierarchical) ¢orcivesinda Tree-lori omalo gotir.

Forest: Bir vo ya daha c¢ox ayri-ayri domain tree-larinin amole gatirdiyi bir qurulusdur.
Forest yaradilarken yaranmis ilk Tree Forest-Root adlandirilir ve diger Tree-lor bu Forest
Root altmma slave olunur. Forestde qurulmus ilk domain Forest-Root Domain adlandirilir.
Foresta alave olunmus diger Tree-lor eyni ada malik olmasalar da eyni schema ve qlobal
kataloqu istifads edacaklor.

rB.TechNet.A
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Global Catalog: GC-lar Active Directory obyektlari haqqindaki sorgulara cavab vermak
tclin dizayn olunmusdur. Tk qurulmus DC hamginin GC funksiyasina malik olur, ehtiyac
oldugu halda diger DC-lar tizerinde GC funksiyas: aktivlasdirile bilar. Global Catalog-un
is prinsipi Unversal Group tizvliik vasitesilo gebakeye daxil olmani va forest igcinda
gergoklasdirilon sorgular ticlin diizgiin informasiyan1 DC {izerindan temin etmakdir.
Active Directory Schema: Active Directory bazasindaki obyektlar ve onlarin xiisusiyyatlori
hagqindaki melumatlardan ibaratdir. Forest strukturu yalniz bir Schemadan ibarast olur vo
biitun obyektlar haqqinda informasiyalar hamin Schema iizerine yazilir. Hazirda Schema
versiyalar1 asagdaki kimidir.

Windows Server 2012 R2 69
Windows Server 2012 56
Windows Server 2008 R2 47
Windows Server 2008 44
Windows Server 2003 R2 31
Windows Server 2003 30
Windows Server 2000 13

Misal iiclin Exchange, Lync Server kimi msahsullar schema-da miisyyen dayisikliklarin
olunmasin teleb edir. Beloki amsaliyyatlarin bazilori avtomatik system tarafinden heyata
kecirilorkon bazilari inzibat¢i terafinden icra olunur. Yoni talablar ¢orgivasinds schemant
genislondirmek miimkiindiir. Lakin bu sade emaliyyat olmadig1 {iglin geri dons
bilmayacayiniz fosadlara gotirib cixara biler. ik mévzumuzda Active Directory haqqinda
bazi baza biliklarine yiyelendikden sonra sirasi ilo Domain xidmatinin qurulumlar:
haqqinda diger nazoari-texniki imkanlara nazar yetiracayik.
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AD DS (Domain Controller): Sazlanmasi

Windows Server 2008 ilo birlikde Active Directory xidmseti Active Directory Doman
Services ilo avez olunub. Daha dogrusu Active Directory altinda bir ¢ox xidmat birlasib va
Doman Services anlayis: totbiq olunaraq bu xidmatds Active Directory-nin bir hissasi kimi
toqdim olunub. Burdan yola ¢ixaraq movzu daxilinde AD DS qisaltmasi, Doman xidmati vo
yaxud Domain Servislari kalmasi istifade olunub. Domain xidmsatinin sazlanmasi {igiin
asagidaki ilkin addimlarin nazere alinmasi tovsiye olunur.

- Yerlasacayi movqe va funksionalliq baximindan dogru dizayn.

- Sistem tiglin ehtiyac olan biitiin service packs, update, rollup-larin yiiklonmasi.

- Server sistemlari {igiin nazards tutulmus uygun Antivirus mehsulunun yiiklanmasi.
Domain xidmatinin sazlanmasi bir necs sads amoliyyatdan ibaratdir. flkin tenzimloma
asagdaki kimidir.

1. Qeyd etdiyimiz kimi Domain xidmati iiciin 6nemli servsilordon biri do DNS-dir.
Sorgularin dogru icrasy, istifadaci komputerlorin diizgiin alagalondirilmasini ve s. tomin
etmok {gclin sabit ip adresine ehtiyac var. Bunlar1 nezers alaraq Domain
xidmati qurulacaq server {izorinds asagidaki qaydada ip adreslarini tenzimlayirik.
Preferred DNS bolmasindaki ip adresini (192.168.10.10) daxil etmoak miimkiindiir. Lakin
bir negs seboaka kart1 va yaxud bir ne¢s ip adresindan istifads olunacaqsa bu zaman DNS
sorgularinda uygunsuzluq ve digar problemlarle qarsilasacagsmiz. Umumiyyatlo
Windows Server 2008 ©S-dan sonra yiikloma zamani sistem tarafinden avtomatik olaraq
ip adresi 127.0.0.1 —Is (localhost) avaz olunur. Real hayatda Domain servislorinin tok ip
tizerinden xidmat gostaracek sokilds sazlanmasi tovsiys olunur.

v ||
Internet Protocol Version 4 (TCP/IPv4) Properties -

Metworking
General

Connect using:

1] Ethernetd Properties

o - ‘You can get IP settings assigned automatically if your network supparts
Bt Intel(R) 82574L Gigabit Metwork Connection this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Corfigurs]
This connection uses the following tems: () Obtain an IP address automatically
% Client for Microsoft Networks (@) Use the following IP address:
.Q File and Printer Sharing for Microzoft Metworks IP address: I 192,168 . 10 . 10 I
QQOS Packet Scheduler b "
[ & Microsoft Network Adapter Multiplexor Protocol Subnet mask: | 255 . 255 . 255 . 0 |
& Link-Layer Topology Discovery Mapper 17O Driver Default gateway: | |
~&. link-Layer Topology Discovery Responder
[J_-=- Intemet Protocol Version 6 (TCP/IPv6)] Obtain DNS server address automatically
-+ |ntemet Protocol Version 4 (TCP/IPv4) .
(@) Uge the following DMS server addresses:
Install... Uninstall Propertie Freferred DNS server: | 127.0 .0 . 1 |

Description | |

Alternate DMNS server:
Transmission Contral Protocol/Intemet Protocol. The defau
wide area network protocol that provides communication
across diverse interconnected networks.

[ validate settings upan exit
0K 4 | oK | | Cancel |
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2. Ip adreslorini daxil etdikden sonra sira goldi Domain xidmatinin sazlanmasina. Bu
qurulumu GUI iizerinden gercoklasdiracayik. Server Manager (Idaretms Lohvasi)

bolmasine daxil olurug.

Server Manager

B |

<« Dashboard

WHAT'S NEW

LEARN MORE

Server Manager = [= -

Add Roles and Features

Remowve Roles and Features
2% Dashboard WELCOME TO SERVER MANAGER
Add Servers
B Local Server Create Server Group
& All Servers - . B N
- o Configure this local serw e e
WE File and St... B —
QUICK START
2 | Add roles and features |

w

Add other servers to manage

Create a server group

Hide

Add Roles and Features bolmoasindon Role-based or feature-based installation secorak
davam edirik. Seokildon goriindiiyti kimi Windows Server 2012 {izorinde Remote
Desktop (ke¢gmis Terminal Server) xidmetinin qurulumu ayri bolms altinda teqdim

olunub.
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DESTINATIOM SERVER

Select installation type ocot

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) . . .
machine, or on an offline virtual hard disk (VHD).

Installatio

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection

Server Roles
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Features

< Previous | | MNext = | | Install | | Cancel

5. Select a server from the server pool : Windows Server 2012 ils slave olunmus yeni
imkanlardan biridir. Bu funksionalliq vasitasila server pool-a daxil edilmis diger server
sistemlori tizarinda bir ¢cox xidmatin uzaqdan qurulumu mimkiindiir.

Select a virtual hard disk: VHD formatda olan yeni offline virtual diskler {izerine bir
¢ox xidmatlarin alave olunmasina imkan yaradir. Select a server from the server pool
bolmasindon Domain xidmati yiiklonacak serveri secorak diger marhoalays kegid edirik.

DESTIMATION SERWER

Select destination server Dot

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type |@ Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

192.168.10.10 Microsoft Wind Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext > | | Install | | Cancel
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6. Roles: Bu bolmads Windows Server 2012 R2 tarafinden dastaklenan asas funksiyalar 6z
oksini tapib. Ovvealcado geyd etdiymiz kimi Windows Server 2008 ilo Microsoft
sirkatinin olave va doyisiklorden sonra Active Directory anlayisi 6ziinde bir ¢ox
xidmatlori birlogsdirmisdir. Beloki avvalor dyrondiyimiz Domain xidmati anlayis1 burda
Active Directory Domain Services anlayisina barabordir.

DESTINATION SERVER

Select server roles Beoh

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Server Selection N . . ) - Active Directory Domain Services
[} Acte Drectur_',r Cerllﬁate Services — {AD DS} stores information about
ctive Directory Domain 5 = objects on the network and makes
Features [] Active Directory Federation Services this information available to users
AD DS [] Active Directory Lightweight Directory Services ETiE] ne‘lwo_rl( e f&D S
uses domain controllers to give
Confirmation [] Active Directory Rights Management Services network users access to permitted
[] Application Server = resources anywhere on the network
] DHCP Server through a single logon process.
[[] DNS Server
[] Fax Server
- [®] File and Storage Services (1 of 12 installed)
[ Hyper-V
[ Metwork Policy and Access Services |
[C] Print and Document Services
[[] Remote Access
[[] Remote Deskiop Services —]
e
< Previous | I Mext > | | Install | | Cancel

7. AD DS xidmsotini se¢dikden sonra ehtiyac olan alatlorin yiiklonmoesi tolebi ila
qarislascagiq. Add Featrues deyarak diger addima kegid edirik.

Add features that are required for Active Directory
Domain Services?

Y¥ou cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Managemenit
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Towols] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features | | Cancel
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8. Bu bolmada heg bir slavays ehtiyac qalmadig: ticiin diger marhoalayo ke¢id edirik.

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Features

AD DS

Confirmation

DESTIMATION SERWVER
oot

Select one or more features to install on the selected server,

Features Description
—— = - ~ .MET Framework 3.5 combines the
[N .MNET Framework 3.5 Features power of the .NET Framework 2.0
> [®] .MET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
I [ Background Intelligent Transfer Service (BITS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
. — your customers' personal identity
[ BitLocker Metwork Unlock information, enable seamless and
[] BranchCache secure communication, and provide
] Client for NFS the ability to model a range of
o business processes.
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
Group Policy Management
[] 1S Hostable Web Core
[1 Ink and Handwriting Services L
— . - - - . e
<1 m [ [>]
< Previous | | Mext = | | Install | | Cancel

9. Install deyarok qurulum {iciin gorokli olan ilkin marhaleni tamamlayiriq.

Before You Begin
Installation Type
Server Salection

Server Roles

Features
AD DS

DESTINATIOMN SERVER

Confirm installation selections B

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tocls

Export configuration settings
Specify an alternate source path

<Previous | | Next> | [ mstall ][ Cancel

10. Birinci marhalonin tamamindan sonra Serverin Idarsetms Lévhasinda yeni bildiris
isarasilo qarsilacagiq. Promote this server to a domain controller bolmasine kegid

edarak qurulumun ikinci marhalasine baslayiriq.

13

Texnologiya Azarbaycan | www.TechNet.az | www.Yusifbeyli.com



http://www.technet.az/
http://www.technet.az/
http://www.yusifbeyli.com/

[ Server Manager

@ v «“ Dashboard - 'I‘:"?_}I | FA Manage Tools View  Help

|, Post-deployment Configuration —

i28 Dashboard w [ ]

Configuration required for Active Directory Domain

| bem )iz Services at DCO1
!j All Servers ‘ Promote this server to a domain controller ‘ {:::a| server
Igl AD DS : !
_ o Feature installation | x
B File and Storage Services P Q —
Configuration required. Installation succeeded on fures B
Deot.
Add Roles and Features o manage
Task Details Oup

Yeni qurulum iiclin Add a new forest secorok davam edirik. Qurulan Domain forest-doaki
ilk domain oldugu ti¢lin Root Domain olacaq. Bu hissada diqqgat edilacok noqtelordan biri
oncadon planlanmis dogru ad se¢imi olmalidir ki, golocokde bozi ¢otin hollarle
qarsilasmayaq. Misalda technet.az domain adindan yararlaniriq.

[ Active Directory Domain Services Configuration Wizard — [& =
. . TARGET SERVER
Deployment Configuration e

Deployment Configuration

Select the deployment operation
Domain Controller Cptions . i o .
. . ) Add a domain controller to an existing domain
Additional Cptions (O Add a new domain to an existing forest

Paths Add a new forest
Review Cptions

Specify the domain information for this operation
Prerequisites Check

Root domain name: technet.azl

More about deployment configurations

11. FFL vo DFL (Forest Function level va Domain Function level): Sado sokildo izah etsok
Active Directory ila galon yeni funksiyalar: istifada etmok va kecmis domain sistemlori ila birlikda
diizgiin _calismaq iiciin dizayn olunub. Ogar sabakoniz Windows Server 2012 R2 Domain
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struktruna malikdirsa yeni imkanlardan yararlanmagq iiciin Function levelin 2012 R2 moduna
cokilmasi dogru secimdir. ©gar qarisiq va kohna platformalara maliksoniz diizgiin inteqrasiya
iiciin asag1 modlardan yararlanmaq lazimdir. Bu dayisiklik olundugdan sonra bir daha geri
qaytarmaq miimkiin deyil (Windows Server 2008 R2 va sonrast xaric). Hans1 funksional
soviyyado calisacagini vo Directory Services Restore Mode (DSRM) sifrasini (AD DS
iizorinda yaranacaq nasazlhiglar zamani Safe Mode iiciin istifada olunacaq sifra) toyin
edarak davam edirik.

- - TARGET SERVER
Domain Controller Options pCol

Deployment Configuration i )
Select functional level of the new forest and root domain

Domain Controller Options

DNS Options Forest functional level: | Windows Server 2012 R2 | - |

Additional Opticns Domain functional level: | Windows Server 2012 R2 | = |

Paths Specify domain controller capabilities

Review Options Domain Mame System (DNS) server

Frereguisites Chack Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: sssssses

Confirm password: ssssssee

More about domain controller options

< Previous | | MNext > | | Install | | Cancel

12. Digar marhalays kecid edirik.
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DNS Options R

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show maore b4

Deployment Configuration B . .
Specify DNS delegation options
Domain Centroller Cptions
[[] Create DNS delegation
Additional Options
Paths
Review Cptions

Prereguisites Check

More about DNS delegation

install | |

13. The NETBIOS domain name: Ssbokads bu adda har hansi bir komputer va s.
movcuddursa bu bélmads hamin adin garsisina avtomatik 0 roqomi salave olunur. Burda
geyd olunan ad sebekadoki Domain qrupunuz olacaq (Workgroup anlayisi kimi).
Hamginin bir forest daxilinds eyni ada malik yalniz bir Domain ola bilar.

Additional Options T o

Deployment Configuration i ~ X -
WVerify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions

The MetBIOS domain name: TECHMNET

DINS Options

Additional Cptions

Paths

Review Cptions

Frereguisites Cheack

More about additional options

<Previous | [ Next> | [ nstan | [ cancel

14. Sakilden aydin oldugu kimi bu bélmade AD DS-s aid bazi malumatlarin yerlasacayi
movge gostarilir. Bu bélmads dayisiklik etmak miimkiindiir, lakin spesifik backup va s.
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amoliyyatlar zaman1 hamin qovluglarin nazarden qagmas: ehtimali boytiikdiir. Dayisklik
etmaden diger marhalays kecid edirik.

TARGET SERVER
Paths e

Deployment Configuration . .
Specify the location of the AD DS database, log files, and S5¥SWOL

Domain Controller Cptions
DNS Options Database folder: CAWindows\NTDS

Additional Opticns Log files folder: CAWindows\NTDS
SYSVOL folder: CAWIndow=\SYSWVOL
Review Options

Frereguisites Chack

More about Active Directory paths

<Previous | [ nNea> |

15. View script: bolmasinden icra olunacaq PowerShell amrlarini alds eds bilsrik. Digar
moarhalayas kecid edirik.

- . TARGET SERVER
Review Options peot
Deployment Configuration Review your selections: o
Domain Controller Cptions Configure this server as the first Active Directory domain controller in a new forest. |~ |
DNS Options The new domain name is "technet.az". This is also the name of the new forest.
Additi | Opti
eI S e The NetBIOS name of the domain: TECHNET _
Paths -
R — Forest Functional Level: Windows Server 2012 R2
Prereguisites Check Domain Functional Level: Windows Server 2012 R2 L |
Additional Options:
Global catalog: Yes
DMNS Server: Yes
Create DNS Delegation: No z

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

<Previous | [ Net> | | instal | [ cancel

16. Zoruri olan sartlar analiz olundqudan sonra har hansi uygunsuzluq askarlanmazsa All
prerequisite checks passed successfully moalumat ilo qarislagcagiq. Install deyorok son
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moaroahoalodaki addimi tamamlamis oluruq. Bu addimdan sonra AD DS-in qurulumu
basa catacaq.

[ Active Directory Domain Services Configuration Wizard =1 = -

.. TARGET SERVER
Prerequisites Check

Dcol
| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x
Prerequisites need to be validated before Active Directory Domain Services is installed on this
ontroller Cptions computer
DNS Options Rerun prerequisites check

Additional Cptions

Faths »~ View results

Rev 1. Windows Server 2012 R2 domain controllers have a default for the security setting -

named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

Prereguisites Check

For more information about this setting, see Knowledge Base article 942564 (http:/Y
go.microsoft.com/fwlink/7Linkld=104751).

! A delegation for this DMS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMNS server. If you are integrating
with an existing DMNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resoclution from outside the
domain "technetaz". Otherwise, no action is required. e

5, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous MNext = Install | | Cancel

17. AD DS-in yiiklomasinin ardindan system yeniden agilan zaman asagdaki pancoers ilo
qarsilasacagiq. Artiq Administrator ve digar biitiin istifadaci, qruplar lokaldan AD DS
xidmeoti tizorino dasmmisdir.

TECHNET\AdmMinistrator

DC xaric diger qurgularda sistema daxil olarken oger homin sistemlar {izerinds
administrator adli hesab movcuddursa bu sistemlor Domaina daxil edildikden sonra
hamin sistemloar {izerinds qosulma asagidaki sokilds olacag.

- Domain: Technet\administrator ve yaxud administrator@technet.az

- Lokal: Komputeradi\administrator va yaxud .\ Administrator
Yuxaridak: gostorilonlor administrator ve yaxud eyni adli istifadagi baglantilar1 zamani
qarisiliglar1 aradan qaldiracagq. Umumiyyatla administrator hesabini disable etmayiniz
tovsiya olunur.
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18. Qurulum tamamlandigdan sonra AD DS-in idare olunmasi ve s. kimi alatler 6z yerini
alotlor panelinde alacaq. $okildo geyd olunan moévzular elektron vasaitin ikinci
hissasinda incalonacak.

v Ihﬂ'\)l r Manage Tools View  Help

l—-!‘

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

. , Active Directory Users and Computers
nfigure this local ser\ | o e

19. Active Directory Users and Computers — Domain Controllers bolmoesine kegid
etdyimiz zaman DC01-in hemin bélmads yer aldiginin sahidi olurugq.

= Active Directory Users and Computers
File Acticn View Help

e e B Ha 3 aETaR

| Active Directory Users and Com|| Name  Type DC Type Site Description
b ] Saved Queries |(&/DCO1 Computer GC Default-First-Site-Name
|..| 23 technet.az |

| Builtin
| Computers

2| Domain Controllers |

| Managed Service Accour

I
”|
b [ ForeignSecurityPrincipal:
k
B | Users

Domain Controllers: Bu bolma asasen DC funksionalliglar1 dasiyan serverlarin yerlasdiyi
bolmadir, bu hissads dayiskliklar group policy tetbiqlari apararken diqgstli olmaq ve
ehtiyac duyulmadiqca doyisikliklorin aparlimamasi tovsiyye olunur.
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AD DS (Domain Controller)- PowerShell iizoarindoan sazlanmasi

AD DS haqqinda séz agdigmiz ilk movzumuzda GUI {izerinden emaliyyatlart
gercoklosdirdik. Tocriibom oasasinda qeyd edim ki, avvalki Omaliyyat Sistemlorinds bu
proses daha sade sokilde hoyata kegirilirdi. Demak olar ki, Windows Server 2012 ilo GUI
vasitasilo qurulum daha ¢ox sabr tolob edir. Biz bu addimlar1 PowerShell tizorinds daha
rahat, stiratli hayata kegiro bilarik. Tolob olunan sartlor ¢cox sadadir. Ehtiyac olan PowerShell
amrlar toplusunu hazirlayib arxivimizds saxlamag. GUI {izerinden yazilmis movzumuza
nazar yetirdikde iki hisseden ibarat oldugunu goriiriik. Eyni qayda esasinda asagdak:
misala diqqpt yetirak.

Xatirla: Ilk movzumdak: gaydada DNS tonzimlomorini unutmayag.

1. AD DS va ehtiyac olan alatlori ytiklayirik (Marhale 1). Get-WindowsFeature amrini icra
edorak qurulcaq xidmoatin adim1 daqiq toyin eds bilorik. PowerShell {izerinde icra
olunacaq amrin dogru yazilist Name bolmesi altinda yerlasir. Bu sahada yeni
addimlayanlari hemin hisseni yadda saxlamasi faydali olacaq.

¢ Install-WindowsFeature AD-Domain-Services -IncludeManagementTools

&y Administrator; Windows PowerShell [l

et-WindowsFeature *domain®

Name Install State

[ 1 Active Directory Domain Serwvices AD-Domain-5Services Available

ministrators Install-windowsFeature AD-Domain-Services -IncludeManagementTools

2. Bu addimda isa AD DS xidmatinin qurulumunu tamamlayiriq. Misalda Yusifbeyli.com
adindan yararlaniriq. Omrlerin diizliisiine diqqet yetiron zaman GUI {izerindoki
amoliyyatlarin arxa plan ils rastlasiriq. Hansi ki, biz bu amrlari ilkin qurlum zamarn
aldo etmisik. FFL, DFL doayismek miimkiindiir (Win2003, Win2008, Win2008R2,
Win2012).

e Install-ADDSForest -DomainName Yusifbeyli.com -CreateDNSDelegation:$False
-DataBasePath “C:\Windows\NTDS” -ForestMode Win2012R2 -DomainMode
Win2012R2 -DomainNetBiosName yusifbeyli -LogPath “C:\Windows\NTDS” -
SysvolPath “C:\NTDS\ Sysvol”
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bl b

2012R2 -Domainbode Win2012R? -DomainNetBiosName yusitheyli -LogPath “C:\Kindows\NTDS"

Confirm SafelodeddmmistratorPassword:

he target server will be confiqured s a domain controller and restarted when this operation 15 complete.
want to continue '|\'1_‘th th15_|:|perat1|:|n? ) ) . _ .
s [A] Yes to AT1 [N] No [L] No to ATl [5] Suspend [7] Help (default is "Y"): Y,

3. AD DS xidmatinin ytiklonmasi tamanlanmigdar.

yusifbeylNAdministrator

Paszswaord

PowerShell amrlorinin amsoliyyatlar1 ne qodar sadslesdirdiyinin sahidi olduqg. Bu tip
amoaliyyatlar {i¢lin an uygun yontamdir.
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AD DS : Funksionalligin Tesdiqlanmasi

Domain xidmatinin yiiklonmsenin ardindan bezi qisa testler gercoklasdirarak AD DS-nin
islok olub olmadigmi tesdiqlomek miimkiindiir. Bu naticaler ssasinda galacokde yarana
bilacek ¢atinliklarin 6ncaden qarisisini almaq ve yaxud bu xidmsetin dogru calisib
calismadigindan amin ola bilarik. Sistema daxil olduqdan sonra asagdaki bazi amrlari icra
edarak naticelora nezer yetirok. Qeyd etmak istordim ki, qeyd edacayimiz amrler bazi
misallar1 ohate edoacoayi {iglin hoamin omrlerin genis sokilde arasdirilmasi moaqsade
uygundur. Eynilo galacekds yarancaq ¢etinliklarle bagh bu amrlarlden yararalanarq genis
anlazilor apara bilorik. Yeni ilkin sazlamanin tesdiqi ti¢iin nazarada tutulmayib.

1. Net share: bu amr vasitasilo qovulaglarin paylasiimasmi ve yaxud faktik paylasilmig
resurslar1 gormak miimkiindiir. AD DS xidmati sazlanmis server tizorinds bu amr icra
olunan zaman SYSVOL, NETLOGON adli resurslarin paylasildig: tesdiglonmalidir.
Alternativ metod: Start — Run \\127.0.0.1

Share name

Resource

[

he command completed =

P5 C:\Users\Administrators _

Administrator; Windows PowerShell

PS C:h\Users\Administrators net share

Default
Default =

(= [

2. DNS iizarinde Domain xidmati xidmati torafinden yaradilmis zona 6z oksini tapmalidir.

=, DNS Manager =[O
File Action View Help
s 2B XE ez BHmE 8 8
2, DNS MName Type Data Timestam
4 3 DCo S de
a4 || Forward Lookup Zones 7 domains

|::>g - _msdesitechnet.az 7 gc

4 — de ;pdc

2 - domains '—l (same as parent folder) Start of Authority (SOA) [12], dc01.technet.az,, hos... static

b - ac '—| (same as parent folder) Mame Server (MNS) dc01.technet.az. static

l>.  pde =] 65846f1c-dd9a-4953-871b-...  Alias (CNAME) dcll.technet.az. 12/20/201
::}1 = technetaz

I -] _msdes

| _sites

b L _tep

b _udp

I [ DomainDnsZone:

> [ | ForestDnsZones

| Reverse Lookup Zones
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file://127.0.0.1

3. %Systemroot% \Sysvol\Domain\Policies bodlmasinde Default Domain policy va
Default Domain Controllers policy aid GUID-lor (globally unique identifier) 6z oksini

tapmalidir.
Mame B Date modified Type Size
J {BACTTEEC-016F-11D2-945F-D0CO4fBI8AFI}  12/20/2013 6:33 PM  File folder
J {31B2F340-016D-11D02-945F-00C0AFBABAF}  12/20/2013 6:33 PM  File folder

4. Dcdiag (Domain Controller Diagnostic Tool): Bu komokgi amr vasitasile bir ¢ox testlor
gercoklosdirmak miimkiindiir. Domainds ¢ixan nasazliglar zamani an ¢ox istifads edilon
amrlar toplusundan biridir. Dediag /v emrini icara edarak xidmatin ¢alismasi {i¢iin
ehtiyac duyulun bazi servislerin iglok olmasini ve ya diger funksionalliglar hagqinda

genis moalumat toplaya bilarik.

Starting test:
* Checkr

g Service: RpcSs

Service: NTDS
' o(;

(ng .
# Cherking Servire: NFTINGON

DC01 passed test Services

Dcdiag /? vasitasilo digar funskionalliglarla bagh genis analizlor aparmaq miimkiindiir.

Qeyd olunmus bir ne¢o addim vasitesile biz qurdugumuz Domain servisinin islek
oldugunu tesdiglomis oluruqg. Bu testlorin sayim artirmaq miimkiindiir lakin digqgeatinize
catidirmaq istadiyim masele budur ki, bir amsliyyatlar ger¢okloseson zaman hansi

proseslarin meydana galmasini maksimum saviyyade dogru ve derinden menimsamaya

calismalisimiz.
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Reverse Lookup Zone: Tonzimlanmasi

Reverse Lookup Zone: IP adreslorini host adlarma gevirir, yani PTR geydiyyatlari bu bolge
altinda yer alir. Domain xidmati sazlanan zaman Reverse Lookup Zone avtomatik
tonzimlonmadiyi {ig¢lin bu emsaliyyati Oziimiiz ger¢oklagdirmaliyik. DNS Domain
xidmatinin ayrilmaz hisselarinden biridir. Beloki Reverse Lookup Zone tonzimlonamasi sort
deyil. Lakin sorgularin dogru gercoklasmasini alds etmak ve yaxud bazi tatbiglarin dogru
calismasina nail olmaq ti¢iin Reverse Lookup Zone tonzimlonmasi magsadauygundur.
Qeyd etdiyimiz misala nazer salsaq sorugularm tam reallasmadigmin yeni naticonin
tamamlanmadiginin sahidi olurugq.

1. DCO1-in sazlanmasmin ardindan DNS xidmsatinin idarsetma bolmasine daxil olarag.
Launch nslookup amrini icra edak.

o DNS Manager __|_-|:|

File  Action View Help

Y ERE G

£, DNS

4 Configure a DNS Server...
Create Default Application Directory Partitions... 5] allows a DMS namespace te be divided into zenes. Each zone
Mew Zone... - more contiguous DMS domains.

b Set Aging/Scavenging for All Zones... bn menu, click New Zone.

I Scavenge Stale Resource Records

I Update Server Data Files
Clear Cache

2. Notico (DNS request timed out. Timeout was 2 seconds. Default Server: Unknown). Bu
xotanin asas sebobi geyd etdimiz kimi bu serveres aid PTR geydiyyati Reverse Lookup
Zone altinda movcud deyil ve yaxud iimumiyyatle Reverse Lookup Zone yaradilmayib.

5 DNS Manager -|0] X

File Action View Heln

as g @ C\Windows\system32\cmd.exe - C\Windows\system32\nslookup.exe - 192.16.. L=

DNS request timed out.

£ DNs timeout was 2 seconds.
= Default Server: UnKnown
4§ Do Address: 192.168.18.10

4 || Forward Loo
B 12| _msdes.ts
I |- technet.a
| Reverse Look]
t | Trust Points
|| Conditional f

b |l Global Logs
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3. Yeni zona yaratmagq ligiin Reverse Lookup Zone -New Zone secorok davam edirik.

File Action View Help

M YEEEIEEGE

£ DN§

4 § oot @ Add a New Zone
4 | Forward Lookup Zones

b fj _msdes.technet.az

The Domain Name System (DNS) allows a DNS namespace to be divided into zones, Each zone

b i technetzz stores information about one or more contiguous DNS domains,
| Reverse Lookup Zones |
b ] Trust Paints New Zone... on the Action menu, click New Zone,

4. Zona Tipini Primary zone vo malumatlarin Active Directory bazasinda saxlanilmasini
secorok davam edirik.

Fone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
{504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[w] Store the zone in Active Directory (available only if DMS server is a writeable domain
controller)

e Primary Zone: Osas zonadir va biitiin asas melumatlar bu zona icerisinds saxlanir.
e Secondary Zone :Osas zonanin bir niisxasini 6ziinds saxlayan zonadir. Secondary
Zone read only (oxuna bilan) oldugu iigiin biitiin doayisikliklor Primary Zone {izorinda
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edilir. Secondary Zone-nin miisbat cohati boyiik gsoboka sistemlarinde balans:
tarazlamasi ve backup rolu oynamasidir.

e Stub Zone : Primary Zone igindaki A , SOA ve NS geydiyyatlarinin bir kopyasini 6z
daxilinds tutar, secondary zone kimi read only-dir.

e Normalda biitiin DNS geydiyyatlar1 Windows \ System32 \ DNS qovlugu altinda

yerlagir. Ogoer Zona yardan vaxt Store the zone in Active Directory bolmasi do qeyd
olunarsa DNS qeydiyyatlar1 Active Directory icorisinde saxlanacaq. Bu tip zonalar

Active Directory Integrated Zone adlanir ve daha tehlukasiz ve gilivenilirdir.

5. Daoyisiklik etmadan davam edirik (shate olunacaq replikasiya sahosi)

Active Directory Zone Replication Scope
You can select how you want DMS data replicated throughout your network.,

Select how you want zone data replicated:

() Ta all DMS servers running on domain controllers in this forest: technet.az
(®) To all DMS servers running on domain controllers in this domain: technet.az

() Ta all domain controllers in this domain (for Windows 2000 compatbility): technet.az

() To all domain controllers specified in the scope of this directory partition:

6. Strukturdaki halle uygun olaraq IPv4 Revers Lookup Zone secorok davam edirik.
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPva
addresses,

(® IPv4 Reverse Lookup Zone

() IPw6 Reverse Lookup Zone

7. Istifade etdiyimiz subnetlori daxil edirik. Genisliyinden asili olaraq ve yaxud bir nego
subnet saviyyoasinda bolgii aparmaq miimkiindiir.

Reverse Lookup Zone Hame
A reverse lookup zone translates IP addresses into DMNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Metwork ID:
|152 168 .10

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0, 10.in-addr.arpa.

() Reverse lookup zone name:
10,168, 192.in-addr.arpa

8. Allow only secure dynamic updates secorok davam edirik.
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9.

New Zone Wizard =

Dynamic Update
You can specify that this DMNS zone accepts secure, nonsecurs, or no dynamic

updates, ;5

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenever changes ocour,

Select the type of dynamic updates you want to allow:

®) allow anly secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

.
]

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
L2 accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

| « Badk || Mext = I | Cancel |

Allow only secure dynamic updates: Se¢imin aktiv olmasi {i¢iin Zona ad1 yaratdigimiz
zaman (Sokil 4) Store the zone in Active Directory bolmasi geyd olunmalidir. Bu bélma
secilorso tohliikasizlik tolablorine cavab veran geydiyyat tiplori avtomatik yenilonacok
vo yaxud alave olunacaqdir.

Allow both nonsecure and secure dynamic updates: Bu secim bir miiddst sonra DNS
serverda bazi uygunsuz geydiyyat tiplorinin yaranmasina vo riska sebab olacaqdir.
Ehtyac olmadigda tovsiys olunmayan halldir.

Do not allow dynamic updates: Bu bolma qeydiyyat tiplorini avtomatik yenilomay icaze
vermir. Qeydiyyat tiplarini 6ztimiiz yenilomak macburiyyetindayik.

Finish deyorok amaliyyat: tamamlayiriq.
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Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
specified the following settings:

Mame: 10. 168, 192.in-addr.arpa -~
Type: Active Directory-Integrated Primary
Loockup type: Reverse

L

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then wverify
name resolution using nslookup.,

To dose this wizard and create the new zone, dick Finish.

| <Back ||

10. Forward Lookup Zone bélmaesindan technet.az se¢imindan sonra DCO1 tizerindesn sag
dityms vasitasile Properties bolmasina kegid edirik.

File Action View Help
'Y EE EEN EEEE

£, DNS
4 3 peot

MName Timest

[ DomainDnsZones

Type

[ 4[] Forward Lookup Zones |
I+ l‘:l _msdesitechnet.az

4 | Reverse Lookup Zones
EI 10.168.192.in-addr.ar|

b [ Trust Points

b [ Conditional Forwarders

I Global Logs

n HE

[ ForestDnsZones

% (same as parent folder)
% (same as parent folder)
% (same as parent folder)
] (same as parent folder)

Start of Authority (SOA)
Mame Server (MNS)
Mame Server (MNS)

Host (A)

Host (A)

[49), dc01.technet.az,, hos..
del2.technet.az,
dcll.technet.az.
192.168.10.10

192.168.10.11

192.168.10.10

192.168.10.11

static

11. Homin poncaraden Update associated pointer (PTR) record segorok omoliyyati
tamamlayiriq. Bu addimi segerek Reverse Lookup Zone altinda yaratdigimiz bolmays
DCO01 serverins aid PTR geydiyyat tipinin slave olunmasimi va yenilonmasine imkan
yaratmis olurug.
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dc01 Properties _

Host (A) | Security

Host juses parent domain if left blank):
||:Ic: 01 |

Fully qualified domain name (FQDON):
||:I|: 01 technet.az |

IP address:
|152_153_1[:-_1[:- |

| Update associated pointer (PTR) record

[ ok || cancat || ppy |

12. Launch nslookup omrini yenidon icra etdiyimiz zaman artiq sorgunun tam
gercoklasdiyinin sahidi olurug.

DNS Manager - E] e
File Action View Help

G 21| e C\Windows\system32\cmd.exe - C\Windows\system32\nslookup.exe - 192.16.. M

2 DNS Default Server: dcBl.technet.az
- Address: 192.168.18.18

4 f] DCm
4 || Forward
b2l _ms

b - tech

4 || Reverse

41 101

p | TrustPg

r | Conditi

b [&7] Global

Bu addimdan sonra artiq sazladigimiz platforma ilkin xidmat ti¢tin hazirdir.
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Additional Domain Controller: Sazlanmasi

Ilk mévzumuzda DC-nin sazlanmasi haqqinda tanis oldug. Bu mévzumuzda Additional
Domain Controller'in (ADC) sazlanmasmi gerg¢oklasdiracayik. No ticiin ADC ?. Kicik
hacmli sirketlorin toek DC vasitesilo idars olunmasi miimkiindiir. Yoni is yiikiinii nazra
alaraq DC-nin miiayyan vaxt araliglarinda niisxalerini (backup) ¢ixarmaq ve har hansi bir
¢okiis aninda hemin niisxaden geri qayitmaq miimkiindiir. Lakin boyiik sirkstlords
sistemlorin daimiliyi, sabitliyi kimi anlayislar daha 6n planda oldugu tiglin vaxt itkisi ve
yarancaq digar amillaer yolverilmazdir. Bu kimi ¢atinliklarin 6niinse ke¢mak tigiin bazi haller
movcuddur ki, Domain xidmati terafde bunun adi Additional Domain Controller (ADC)
adlanlir. Yoni dede-baba deyimils biz buna Backup Domain Controller (BDC)-da adlandira
bilarik. ADC qurulmasinda ssas maqgsad Domain strukturunun sabitliyini ve daimiliyini
tomin etmokdir. Har hansi bir seboebden Domain Controller'in ¢6kmoasi zamani FSMO
rollarim1  ADC-ys dasinaraq koesintisiz xidmsati temin etmis oluruq. ADC -nin
sazlanmas1 DC ilo oxsarliq teskil edir. ADC haqqinda miiayyen fikir formalasdirdiqgdan
sonra birlikds sazlanmasina nazar yetirak.

DNS-Is bagh dayisiklor edarak ilk addimlarimiza baslayiriq.

1. ADC  qurulacaq server {izerinde  DC-nin ve 06z  lokal  ip adresini

(192.168.10.11=127.0.0.1) daxil edarak davam edirik.

! B Internet Protocol Version 4 (TCP/IPv4) Properties -
MNetwarki General
‘ Conneg You can get IP settings assigned automatically if your network supports

this capability., Otherwise, you need to ask your network administrator

=5
S for the appropriate IP settings.
(") Obtain an IP address automatically
This col _
(@) Use the following IP address:
o
IP address: | 192 .168 . 10 . 11 |
Subnet mask: | 255 .255.255. 0 |
1 .
al Default gateway: | |
|
1 -af Obtain DMS server address automatically
- (®) Use the following DMNS server addresses:
| Preferred DNS server: == [ 192 .168 . 10 . 10 | DC-ip

Descr Alternate DNS server: l127. 0 .0 . 1 |

Tran

wide

acrog [ validate settings upon exit

| Ok | | Cancel |
1
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2. ADC qurulacaq serverimizi yeni qurdugumuz Domaine iizv ederok davam edirik. 1k
movzumzdan balli oldugu kimi qurdugumuz domain adi technet.az, domain controller
ad1 iss DCO01 adlanirdi. Domain bdlmsine tizv olacagimiz domain adini daxil edarak
davam edirik.

System Properties Iﬂ Computer Name/Domain Changes -

Computer Name | Hardware I Advanced I Remote 